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Far Web

Birth of a New World
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. Guglielmo Marcon

Nevil Maskelyne vs




https://commons.wikimedia.org/wiki/File:Blue_Box_in_museum.jpg
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Chaos Computer Club
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1983
Apple Lisa
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£ 1984
2 The Hacker Quarterly
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==Phrack Inc.==

Volume Cne, Issue 7, Phile 3

The followling was written shortly after my arrest...

\/\The Conscience of a Hacker/\/

by
+++The Mentor+++
Written on January 8
Another one got caught today, 1it's

Computer Crime Scandal"™, "Hacke
ds. They're all alike.




Antivirus




1988
Morris Worm / CERT

lhe Maorris Internet Worm
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The Hacker Crackdown

OUTLAWS: IF YOU HAVE WHAT THEY WANT,
s mwumtwﬂm“

#0ffbeat and brilliant."”— woxusi

THE HACKER
CRACKDOWN
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Chaos Computer Club France

https://www.flickr.com/photos/nataliepipe/3081399996/



Web 1.0

New Territories



1991
Web 1.0

Tim Berners-Lee, at CERN (© CERN)






1982, 1992
Clusif

all
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conferences | publications | groupes de travail
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1995

Hackers (film)
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Phrack 48 - Ip Spoofing Demistified




1996

Phrack 49 - Smashing the stack for fun and
profit
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https://www.flickr.com/photos/thewebcrow/3654883288/



1997
Phrack 51 - The Art of Port Scanning




1998
Phrack 54 - NT Web Technology Vulnerabilities

https://www.flickr.com/photos/25193455@N04/3575276521



2000
Mafiaboy DoS yahoo et cie.

https://www.npr.org/sections/alltechconsidered/2015/02/07/384567322/meet-
mafiaboy-the-bratty-kid-who-took-down-the-internet?t=1616569398281
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Defcon & Blackhat
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£ 1997 - 2006
Madchat

AUCHAT mye









2000

Hackerz Voice

I_I 2 l/ About HZV Meetings Resources Contact Store




£ 2001
. Nuit du Hack
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Open Web Application
Security Project
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Les assises

25SadSSISCS

de la securité et des systemes d’'information
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SYMPOSIUM

SUR LA SECURITE DES TECHNOLOGIES DE
L’INFORMATION ET DE LA COMMUNICATION



Web 2.0

Survivals share the cake



2003
Web 2.0

https://www.flickr.com/photos/100413535@N03/9570093789/






2003
Metasploit

M metasploit




2003

Anonymous




2006
Backtrack (Kali en 2012)




2006
Wikileaks




2006

Aircrack-ng

Qrew @3 GO~ @B - eminal Qircrack (~/Docum... [~ NSRRI = ferminal w®a 3 8 W P100% @ gl &
Aircrack (~/Documentos) - gedit Terminal
Arquivo  Editar Ver Pesquisar Ferramentas Documentos Ajuda
CH 6 ][ Elapsed: 5 mins ][ 2014-10-82 10:48
Abrir v Salvar Desfazer |
. = . |® | ® o x ‘ . l Q & BSSID PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSI
B Aircrack x 20:02:AF:AF:0F:BS -1 0 ) g 84 <len
-1 = Dpgdo para arp request; 80:25:9C:FA:40:55 -56 100 3098 35494 63 6 54e WEP WEP OPN rev2
-b = Mac-Address Access Point alvo ©00:1C:FB:39:71:85 -84 93 2943 3 @ 6 54 . WPA2 CCMP  PSK mira
-h = Mac-Addre T E -86 69 2331 ] ® 6 54e. WPA2 CCMP PSK Haro
identificamos como| Terminal E -83 93 2840 65 ® 6 54e WPA2 CCMP PSK RMac
mon@ = interfa 6 -85 36 2521 55 © 6 S54e. WPA CCMP PSK TP-L
Aircrack-ng 1.1 A -98 72 1881 1 2] 6 5S4e. WPA2 CCMP PSK AQUA
C -88 3 2238 1522 2 6 54 . 0PN TP-L
aircrack-ng -a 1 ¢ e -91 37 239 @ © 6 S4e WPAZ CCMP  PSK Leo_
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k] 1/ 14 8C(42564) B7(42212) SD(40884) 52(40724) FA(40712) . - ,- o
4 54/ 56 3A(37340) 3B(37228) 83(37204) 30(37200) E5(37188) \
Cisco Packet Tracer F:Bnn:ac:u ] ¢ '
Decrypted correctly: 106% i -
— |
Digitalizador rido-Vostro-3460 rido # {
simples .
(& e
- P 4
Editor de imagens
GIMP
LibreOffice Calc .

https://www.aircrack-ng.org/movies.html




2007

Smartphones

Steve Jobs - 2007



Agence Nationale
2009 - ANSSI




Recruitments
2012 - Challenge
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2011

Hack in Paris



http://www.slate.fr/story/30471/stuxnet-virus-programme-nucleaire-iranien



2013

Snowden

New York
Times
Bestseller




Web 3.0

Web Everywhere



w9 L. 2009
FabLabs / Hacklabs

https://www.18h39.fr/articles/decouvrez-artilect-premier-fablab-de-france.html



2009

Bitcoin

BTC (blue) and ETH (orange) © Google Finance



2012

Rasberry Pi
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2015

Hacking a car






(. 2016
Mirai vs Dyn DNS
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OVH.com




2016

Shadow Broker

NSA Hackers

Shadow Brokers

x

https://www.securityinsider-wavestone.com/2017/05/retours-sur-shadow-brokers_9.html



2017
EternalBlue (Adylkuzz, Wannacry, NotPetya)

Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?

Y tant files are encrypted.

Payment will be raised on
5/16/2017 00:47:55 '

Time Left

Your files will be lost on
5/20/2017 00:47:55

information,

-11:00am

Send $300 worth of bitcoin to this address:

About bitooin
| 12t3YDPgwueZ9NyMgw519p7AABisjré SMw

How to buy bitcoins?
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General Data Protection Regulation

****‘k
rat
* *
* 5 KX




Maze Ransomware



2020
COVID19
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https://www.futura-sciences.com/sante/definitions/coronavirus-sars-cov-2-18559/



4 2017, 2020

Solarwind

solarwinds




What's next?

Where are we going ?



© geralt @ pixabay.con



Artificial Intelligence

PIEYY.

© www.wallpapertip.com/fr/bwxbih



	01 – Brief History of Hacking
	Far Web
	1834 Chappe’s telegraph
	1903 Nevil Maskelyne vs. Guglielmo Marconi
	1969 Blue box(ing)
	1981 Chaos Computer Club
	1983 Apple Lisa
	1983 une un bogue
	1984 The Hacker Quarterly
	1985 Phrack
	1987 McAfee
	1988 Morris Worm / CERT
	1990 The Hacker Crackdown
	1989 Chaos Computer Club France
	Web 1.0
	1991 Web 1.0
	1991 Linux
	1982, 1992 Clusif
	1995 Hackers (film)
	1996 Phrack 48 – Ip Spoofing Demistified
	1996 Phrack 49 – Smashing the stack for fun and profit
	1997 Phrack 51 – The Art of Port Scanning
	1998 Phrack 54 – NT Web Technology Vulnerabilities
	2000 Mafiaboy DoS yahoo et cie.
	1993 & 1997 Defcon & Blackhat
	1997 – 2006 Madchat
	1998 Zataz Magazine
	1999 Misc
	2000 Hackerz Voice
	2001 Nuit du Hack
	2001 OWASP
	2001 Les assises
	2003 SSTIC
	Web 2.0
	2003 Web 2.0
	2001 Tor
	2003 Metasploit
	2003 Anonymous
	2006 Backtrack (Kali en 2012)
	2006 Wikileaks
	2006 Aircrack-ng
	2007 Smartphones
	Agence Nationale 2009 – ANSSI
	Recruitments 2012 – Challenge
	2011 Hack in Paris
	2010 Stuxnet
	2013 Snowden
	Web 3.0
	2009 FabLabs / Hacklabs
	2009 Bitcoin
	2012 Rasberry Pi
	2015 Hacking a car
	2015 Hacking a plane
	2016 Mirai vs Dyn DNS
	2016 OVH – 1Tbps
	2016 Shadow Broker
	2017 EternalBlue (Adylkuzz, Wannacry, NotPetya)
	2016, 2018 General Data Protection Regulation
	2019 Maze
	2020 COVID19
	2017, 2020 Solarwind
	What’s next?
	Crisis
	Artificial Intelligence

